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An X-ray view of end-user performance

The top supplier Magna is in the midst of a transformation of its enterprise IT. When 

implementing its cloud strategy, certain IT services should be standardized. An act 

of force that - thanks to intelligent data analysis- brought out surprising discoveries.

CONTEXT

The Austrian automotive supplier Magna has a lot to do. According to recent 

publications, its order books are full and the signs are showing growth, due to 

an intelligently linked production. Recently, Christian Krammer, Responsible for 

Technology Control and Contract Manufacturing, explained “By elaborating and 

optimizing methods and processes and by developing and integrating specific 

software tools, we have created the prerequisite for a holistic cost analysis and 

optimization of the value chain.”

This was certainly the result of a large-scale consolidation program which, under 

the supervision of Christian Mezler-Andelberg, Vice President Infrastructure and 

Operations, had the goal of identifying standardization potentials in 400 

independently operating IT areas. The whole project should be based on a shift 

to operations in the cloud. Not a simple undertaking, especially since Magna 

consists of very heterogeneous business units. The target for the “Global IT” 

against this background: recognize standardization potentials at the disparate 

sites and standardize IT services. But first Magna needed an overview of which 

services were used by around 50,000 connected end-user clients.

Identify standardization potentials in the infrastructure

To this end, IT first divided its project into three main areas: IT Governance, IT 

Security and an “IT Health Check.” The aim was to examine certain compliance 

guidelines at the various sites in detail. Then they wanted to dedicate themselves 
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“By elaborating and optimizing 

methods and processes, as well 

as by developing and connecting 

specific software tools, we 

have created the prerequisite 

for holistic cost analysis and 

optimization of value chains”

Christian Krammer
Responsible for Technology Control 
and Contract Manufacturing, Magna

to the security on the endpoint devices and at the same time also check the 

entire performance of the IT infrastructure similar to performing a heart and 

kidney check. Furthermore, when consolidating an environment of this size, it is 

extremely important to obtain complete transparency about the nature of the 

services used, in order to be able to identify “standardization potentials,” and 

assign them. It was also important to keep the end-users in mind at the same 

time. Finally, Magna should only be aware of the whole activity in the background 

and the performance of its workstations should not suffer.

CHALLENGES

Monitoring as a service from the cloud

At the same time, Nexthink set up a structured end-user client performance 

analysis, which enabled Magna to use the defined key figures to determine the 

actual IT services used at the connected locations. The Nexthink technology 

was used as a service via the AWS cloud. Specifically, the Nexthink Collector was 

installed on all endpoints in order to be able to identify each application and to 

convert it to an IT-relevant key figure quickly. These collected data were then 

virtually “mirrored” over the AWS cloud, retrieved and analyzed in the Nexthink 

Finder.

This fast 360-degree insight brought enormous benefits to the consolidation: all 

services that were able to be standardized were immediately recognized, but also 

all abnormal activities, e.g. the fast detection of non-compliant requirements on 

the endpoint devices. In addition, all the complex accesses and usage activities 

of thousands of end-users at various sites were compressed and displayed via 

a dashboard.

The above-mentioned classification of the analyzed data into sub-areas served 

not to go under a bunch of unstructured measured values without reference.
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“It was important for us that  

the use of monitoring software 

does not exceed the effort of all 

our other projects. There are a lot 

of tools where the effort is higher 

than with a medium-sized  

SAP implementation”

Christian Mezler-Andelberg
Vice President Infrastructure 

and Operations, Magna

CHOOSING NEXTHINK

“It was important for us that the use of monitoring software does not exceed 

the effort of all our other projects. There are a lot of tools where the effort is 

higher than the average SAP implementation,” said Mezler-Andelberg. Many of 

the tools of this sort are mostly concerned with the inventory of hardware and 

software, the distribution of operating systems and software or the management 

of patches. However, the actual end-user experience with a service remains 

rather hidden.

In addition, many factors that can pose a risk to enterprise IT often remain under 

the compliance radar: updates are missing or their installation failed, malicious 

software is spread despite current virus scanners. The choice of the automotive 

supplier therefore fell to Nexthink.
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BENEFITS

The “wow effects” were quickly introduced. For this purpose, Nexthink was able 

to screen the following key figures for the client environments: non-security-

compliant hardware and software as well as browser versions, outdated versions 

of Java, Flash Player or Acrobat Reader. For the security query the following 

categories were defined to be filtered out: devices that do not have any, only 

insufficient or little-relevant antivirus software, devices that are used with IT 

administration permission, and devices that do not have an up-to-date Windows 

update after 30 days, etc. In order to be able to discover further abnormal activities 

at the endpoints, the following key figures were obtained: CPU utilization, logon 

times, application crashes, resets during the migration period.

For Magna it was decisive whether the business case and the devices are in a 

“health state” to be migrated. After only a few months of data aggregation and 

analysis, the first wow experiences took place. It was found that only 50% of 

licenses were actually used. On the security side, there was also in some areas 

only a 50% use of the anti-virus software. The project is to be completed at Magna 

by January 2017, and Nexthink is to be installed on around 50,000 terminals. One 

thing is certain: the project worked out. Because if IT thinks that the roll-out of a 

new anti-virus software had been successful, the team knows today that they can 

be sure it is really running on every computer.

This is how client analysis works during cloud transformation

On all PCs, laptops or virtual desktops, a Nexthink Collector collects comprehensive 

data: all program starts, network connections, installations, resource use and 

critical events are centrally collected and aggregated in the Engine. This data 

can be analyzed with the Finder in real-time, enabling administrators to get a 

user-oriented insight.
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Proactive security and risk management

The analytics software addresses all current IT security requirements with its client 

analysis tools through a proactive client-oriented analysis approach: prevention 

to avoid risks (e.g. detection of attacks for rapid action, closing gaps by analyzing 

successful attacks). The software continuously collects data in real-time across 

all programs, end-user and network activity on all clients. These are visualized 

for abnormal and potentially threatening events, misuse of applications and 

permissions as well as unwanted changes in configuration and setup.

Shadow IT

IT managers are able to determine at a glance where action is required, 

for example because a high number of non-standard mobile devices could 

jeopardize security in the company network.

The shadow IT dashboard is designed to take advantage of cloud services such 

as Google Drive, Dropbox, video conferencing and chat systems (such as Skype), 

and clarifies how many end-users use which service. It is not only possible to 

obtain isolated information about the use of certain services, but Nexthink also 

reveals dependencies among these and with which on premise applications they 

are linked.


